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ycnosus Ucnosib30BAHUA OTAOEJNIbHbLIX CEPBUCOB:
VSCALE

Bepcus ot 17 mas 2021 r,,
BcTynaet B cuny ¢ 01 uioHa 2021 r.

HacTtoswue ycrnoBmsi  MCMONb30BaHWS  OTAEMbHbIX  CEPBUMCOB  («YCNOBUSA»)  ABNSIOTCSH
HeoTbeMnemon 4vacTtbio [lonb3oBaTtensckoro cornaweHns Vscale («CornaweHune»). TepMuHbl €
nponucHon BykBbl, KOTOPLIE UCMOMbL3YIOTCHA, HO He onpedeneHbl B HAacTOAWMX YCNOBUAX, UMEIOT
3HayeHue, NpucBoeHHoe um B CornatueHun.

TEPMWUHbI U ONPEOENEHUA

BMpTyaanaﬂ MallunHa - BI/IpTyaJ'II/I3I/IPOBaHHbIl71 cepsep, CO3[aHHbIN Ha TEXHMYECKOW nrollagke
WcnonHutens u I'Ipe,EI,OCTaBJ'IﬂIOLLI,Mﬁ BblHYMNCNnUTENbHbIE PECYPChI 3aKa3Lw1|<y.

Pe3epBHoe KonupoBaHue (Eakan) - npouecc co3gaHna Konun [OaHHbIX Ha Hocutene,
npegHasHa4eHHOM AO5nd  BOCCTaHOBIEHUA OaHHbIX B OpUrMHanbHOM WM HOBOM MeCTe Uux
pacnonoXeHua B Criydae Uux noBpexaneHuna nnn paspyLieHums.

NPEOMET

WcnonHuTtenb npegoctaBnseT 3akasvmky ycnyru, ykasaHHele B CornawieHun (ganee — «Ycnyray).
3akasduk NpuHUMaeT 1 onnadymsaet Yenyry VicnonHutenio.

B pamkax Ycnyrun MOXHO 3aka3aThb:

opraHu3aumio BupTyanbHOW MalLuHbl M NPeaoCTaBleHVI0O €€ pecypcoB B pacnopshkeHune
3akas4yuka (ganee - “OpraHusaums BuptyanbHon mawnHbI™);

pes3epBHOE KOMMpoBaHMEe AaHHbIX BupTyanbHon MaluuvHbl (anee - “PesepBHOe KonupoBaHUe
AaHHbIX”).

NOPAAOK NMPEAOCTABIIEHUA YCINYTU

BbiGop 1 3aka3 Ycnyru ocyuiecTBnsercs 3akasydvkom B [laHenu ynpaBneHus yY4eTHOW 3anucblo
3akas4uka.

Mpwu 3aka3e Ycnyrn 3akasunk BoibnpaerT:

OpraHu3aumio BupTyanbHow MalUUHbI:

KOHpurypaumio BupTyansHo MallUuHBbI;

onepauunoHHyto cuctemy (OC), N3 ymcna MMEKLLMXCS B HAnu4uu;

TapuHbIA NNaH;

reorpaduyeckoe pacnonoxeHue cepsepa (CaHkt-lMNetepbypr unn Mocksa);
AONONMHUTENBHO: cnocob AocTyna, BHyTpeHHee Ha3BaHue BupTyanbHON MallnHbI.
PesepBHoe konvpoBaHue AaHHbIX:

BMpTyaanyro MallnHy, no KOTOpOVI 6yp,eT cOo30aHa pe3epBHada Konusa.

OkasaHune YCner Ha4MHaAeTCsl C MOMeHTa ee 3akasa npu Hann4mm OgoCTaTtO4yHOro Konn4decrtBa
OEHEeXHbIX CpeaCTB Ha BbanaHce ycnyru.

M3meHeHne koHdurypauum BupTyanbHOW MalwuvHbl, TapugHOro nnaHa OCyLeCTBRseTcs
3akaz4mkom camocToaTenbHO B [NaHenu ynpaeneHus.
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CmeHa TapudHOro nnaHa B CTOPOHY €ro YMEHbLUEHUs1 TEXHUYECKU HEeBO3MOXHa. [epexon Ha
APYror TapuHbIA NnaH B CTOPOHY €ro yBenuYeHus NPOUCXOAUT €ANHOBPEMEHHO C MOMEHTA €ro
M3MEHEHUsl, CTOMMOCTb YCryrm 3a 4ac, B KOTOPOM MpOM3OLUIIO M3MEHEHMWE, pacCYMTbIBAETCS
NCXOAA U3 HOBOrO TapudHOro nnaxa.

N3meHeHVe reorpadnyeckoro pacrionoXeHns OCYLLECTBMAETCA MO 3anpocy 3akasyvka 4depes
TukeT-cnuctemy.

Bbl6paHHaF| onepaunoHHaa cuctemMa USMEHEHUIO HE NOATIEXNT.

3akasumk camoCTOATENbHO ocyulecTendaer 3|<cnnyaTaL|,mo/yp,aneHv|e BI/IpTyaJ'IbeIX MallnH nyTem
yAaneHHoro gocTtyna K HAM no CeTAM CBA3U 0o0Lero NonNb3oBaHMs UK yepes MaHenb ynpaeneHud,
CaMOCTOATENbHO YCTaHaBMBaeT W HaCTpaumBaeT Ha BI/IpTyaJ'IbeIX MalnHax HYyXHOe eMmy
nporpamMmmHoe obecneveHne.

3akasduKk TaKke MOXeET ynpasnATb BupTyanbHbiMM MalvHamu ¢ nomolbio APl gokymeHTaums
KOTOpOro AOCTYyMHa No AaHHOMW CCbinke h i '

B uensx peanusauuMuM Mep HanpaBneHHbIX Ha npeaoTBpalleHne MWHUMAEHTOB B obGnacTtu
WMHOPMaLIMOHHO-CETEBON OE30MacHOCTU, a Takke MPOTUBOAENCTBUSA Pa3NUYHOIO POAa CETEBLIM
aTakam, B TOM 4MCNe W pacrnpefeneHHbiM atakam oTkasa OoT obcnyxmeaHus (DDoS) pns
nybnunyHeix IP-agpecoB WcnonHutene BnpaBe B 06O MOMeHT 6e3 npeaBapuTeNibHOro
yBegomneHus 3aka3uuka BBECTM OrpaHW4YeHusi, B TOM 4ucre 3abnokMpoBaTb MOPTbl MIK
orpaHnuuTL goctyn k IP agpecy, orpaHvyuTb MOMOCY NPOMyCKaHUA CepBUCOB, KOTOPble MOryT
ucronb3oBatbcsl And atak knacca UDP amplification wnn orpaHnunMtb  BO3MOXHOCTb
MCNOMb30BaHNA OaHHbLIX CEPBUCOB.

MakcumarnbHas nofnoca nNponyckaHust Ans Kaxaon BupTyanbHOW MalumHbl MOXET COCTaBnATb A0
1000 M6uT/c, B 3aBMCMMOCTM OT yTUNM3aLuUn CETK.

OrpaHuyeHust Ha obbeM noTpebnsiemoro Tpadmka He NPUMEHsItoTcs, ogHako McnonmHuTenb B
cnydyae oOOHapyXeHusi [eNcTBMIW, nNpencTaBnswowme coboli noTeHuManbHO BpedoHOCHYH
aKTMBHOCTb, OCTaBMsET 3a cOOOM NpaBo Ha ONOKMPOBKY BMPTyaribHOW MalUMHbI W/WUNN YCTAHOBKY
orpaHMYeHun Ha notpebnsiembln 06beM Tpadmka B Mecsl. JIMMUTLI MOTyT ObITb YCTAHOBMEHDLI B
3aBMCMMOCTM OT WCMonb3yemMoro TapudHoro nnaHa ot 5T6 po 20T6 B Mecsay ans
Nnonb30BaTeNbCKOro akkayHTa.

OMIATA YCNYTU

Ecnun uHoe He yCTaHOBMEHO HacToAWMMM YCroBUsSMK, Ycryra onnadymBaetcsa B nopsake, CPoku U
dopme, ycTaHoBrneHHble CornatlieHnem.

CtoumocTb Ycnyru ycTaHaBnMBaeTCs 3a OAMH 4Yac U onpedensieTcs mcxogs 3 BblIOpaHHOro
3akasuumkom TapudHoro nnaHa. CnucaHne ¢ banaHca 3akasyunka ocyLLEeCTBASETCA OAMH pa3 B yac.
OkasaHune Ycnyru cebille 672 yacoB (UTC) (28 cytok) B TeyeHue KaneHOapHoOro mecsua He
TapuduuupyeTcs.

3akasduMk onnayuBaeT Ycnyry B HE3aBUCUMOCTU OT COCTOsSiHMS BupTyanbHOW MaliuHb
(BKNIOYEH/BBIKITIOYEH).

YnaneHne BupTyanbHOM MalUMHbI U OKOHYaHWE e€ Tapudukaumm NpOUCXOAUT CO CrnefyloLlero
Yyaca nocrie yaca, B KOTOPOM OHa Obin yaaneHa 3akas3qymKoMm.

Ycnyra ¢ BbIbpaHHbIM TapudHbIM NaHOM NPOASIEBAETCS aBTOMATUYECKM NPU HANUYMKN OEHEXHbIX
cpencTtB Ha banaHce 3akas4uka.

Ecrmn B cnyvyae TeXHUYEeCKMX Henonagok crnucaHme CTOMMOCTU oKasaHHoM yCJ'IyFI/I He Oblno

ocyuwecTBrneHo ¢ banaHca 3akasuyuka, WcnonHuTenb Bnpase crnucaTb HeomnnadeHHbIn nepuon B
MOMEHT creaytoLlern onnarsl Ycnyru.
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OKOHYAHME NPEOOCTABIEHUA YCIYTU

Mpu poctwkeHunm Hynesoro banaHca 3akasuvMka wnu ©GanaHca, HeQOCTATOMHOrO  Ans
OCYLLECTBIEHNSI CMEOYIOLWEro CrnucaHus 3a OKasaHHyK YCNnyry, OTKM4YeHWe JocTyna K Ycnyre
npoucxoouT aBToMaTtuU4ecku. VicnonHutens otnpaensaeT 3aka3ynky yBeAoMieHne 06 OTKIH0HYEHMM
Ycnyru no anekTpPoHHOM nouTe.

Tap|/|¢w||<au,v|ﬂ yCJ'IyFM npoagosmnkaeTcd B Te4eHUN BCETroO BpeMEeH C MOMEHTa eé NPUOCTaHOBIEHUA.

Mpn bBanaHce 3akasumka, HEQOCTAaTOMHOM [ANs OCYLLECTBMEHWS CcheayloLwero cnucaHus 3a
oKasaHHyto Ycnyry, B TeyeHue 168 uacos, VcnonHutenb BrpaBe yaanuTb Bce BupTyanbHble
MaLUVHbl. YKa3aHHbIN CPOK MOXET OblTb MpoaneH no cornaweHunto CTOpoH.

3akazuMKk MOXEeT MpOoAOIKMTb WCMONb30oBaHWe Ycryru, npu ycrnoBuu nonornHeHus bBanaHca
3akasumka ycnyrm Oo mctedeHmss 168 yacoB C MOMEHTa MPUOCTAHOBKM OKasaHusa Ycnyru. [Mpu
nononHeHun banaHca 3akasyvka B yKasaHHbLIN CPOK MpU HaNMM4YuM 3aJ0IDKEHHOCTM MO onnaTe
Ycnyru, cymma 3afomkeHHOCTU Byger cnvcaHa B MOMEHT nononHeHus banaHca 3akasuuka.

3aKkasunk MOXET oTKasaTbCsl OT YCnyrm nyTemM yaoaneHusa scex BI/IpTya.I'IbeIX MaLUnH N PesepBHoro
KOnmMpoBaHNA OaHHbIX B Manenn ynpaBneHus.

TPEBOBAHUA MO 3ALLNTE NHOPOPMALIUUK

3akaszumk 00s3aH MpecekaTb Crny4YauM HeCaHKLUMOHMPOBAHHOIO [OOCTyNa K MUCMOoSb3yeMbIM
nporpaMMHbIM CpefcTBaM M He [OomnyckaTb WCMOMb30BaHUS CBOMX UMW NpenocTaBnsieMblX
McnonHutenem pecypcoB Ans NOMbITOK HECAHKLMOHMPOBAHHOIO AOCTYNa K ApYruM pecypcamM ceTu
MHTepHeT. B uacTHocTW, 3akasunk OOMKeH He AoMyckaTb Ha CBOMX BupTyanbHbIX MaluvHax
crneayowmux cuTyauuii:

¢ BupTyanbHoM MawmHbl OTNPaBRAOTCA COOOLLEHMS SMEKTPOHHOM NOYThl OT MMEHU afdpecoB, He
npuHagnexaiumx cetu (qomeHy) 3akasuuka;

nporpaMmMHoe obecneyeHne BMpTyaanon MalnHbl UCNONb3yeT Maposn, yCTtaHaBliMBaeMble MO
YMOJT4aHUIKO;

¢ BupTyanbHon MallnHbl UCXOAAT NAKeTbl C HEBEPHbIM aapecoM uctovHuka (IP source address);

c BuptyanbHom MawuvHbl UCXOOAT MakeTbl cryXkbbl AoMeHHbIX MMeH (DNS) ¢ HamepeHHO
UCKa)XEHHBbIMW AaHHbIMU;

Ha BMpTyaanoﬁ MallnHe NPUCYTCTBYIOT BPEOOHOCHbIE NporpaMmbl;

Ha BMpTyaan0|7| MalwlnmHe  NMpPUCYTCTBYHOT n/vnn pa60Ta+0T nporpamMmmbl, cneunanbHO
npegHasHavYyeHHble Ana OCyLlecCTBlieHnA HeCaHKUMOHNPOBAHHOIO 4OCTyna K I/IH(*)OpMaLI,I/II/I.

WcnonHntene BnpaBe obecneunBaTb aBTOMaTU4YecKyld dunbTpauuto Tpaduka C  Lenbio
GnokmpoBaHua OTNpaBkK Tpadmka ¢ NogaenbHbIMU (He Ha3Ha4YeHHbIMU BUPTyanbHoOW MawuvHe) IP
n MAC-agpecamu.

Wcnonuutens nmeet npaso npu HeobxoanMocTH KOHTpOITnpoBaTb cogep>XaHne VIHCbOpMaLI,VIOHHbIX
pecypcos 3akasumka unm ero norb3oBaTenen.

He 0O0nycKkaeTcqa uncnosib3oBaHue YCner C uUelnbio opraHunsdaunmm m BeaeHunda OedATernibHOCTU Nno

CO3[aHu0 HOBbIX OnokoB Ans obecnevyeHuss YHKUMOHMPOBAHMS KPUMTOBANOTHBLIX Nnattopm
(MarHWHr).
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6. YPOBEHb OKA3AHUA YCITYTU (SLA)
6.1. Tabnuua Ne 1
FapaHTUpoBaHHass AOCTYNMHOCTb (NMpu  ycnoBuu 24Xx7x365 — 24 yaca B CyTKu,

OTCYTCTBUA NPUYMH HeAOCTYMHOCTU YCnyru)

7 oHen B Hegento, 365 gHen B rogy

% (npoueHT) paboTocnocobHOCTU 3a MecsL

99,98 %

Tabnuua Ne 2

HocTtynHocTb Yenyru

CymmapHoe Bpemsi
HeAoCTynHocTu Yenyru
(mayHTanma)

KomneHcaums co CTOpOHbI
UcnonHutens B nonb3y 3aka3yuka

ot 100% po 99,98%

00 8 MuHyT 38 cekyH B Mecsy

He komneHcun pyeTtcA

oT 99,98% o 99.8%

oT 8 MuHyT 39 cekyHg po 86
MUHYT B MecsL,

3% cymmbl, cnucaHHonm ¢ BanaHca
3akasumka 3a Ycnyry 3a Mecsu, B
TeYyeHue KoToporo npounsoLwén céon

oT 99.8% 00 99.7%

oT 86.5 MUHYT 0o 129 MUHYT B
mecsL,

6% cymmbl, cnucaHHon ¢ BanaHca
3akasuvka 3a Ycnyry 3a Mecsu, B
TeYeHne KOToporo npounsoLwén cbon

oT 99.7% 00 99.3%

oT 129.5 MuHyT go 302 MUHYT B
mecsL,

10% cymmbl, cnucaHHon ¢ BanaHca
Bakasuvka 3a Ycnyry 3a Mecsu, B
TEeYeHne KOTOpOoro npounsoLwén cbon

oT 99.3% no 98.8%

ot 302.5 MyHYT 80 518 MUHYT B
mecsL,

15% cymmbl, cnncaHHowm ¢ 3a Yenyry
3a Mecsil, B Te4yeHWe KOTOoporo
npounsowén cbou

oT 98.8% 00 96.5%

oT 518 muHyT go 25 vacos 12
MUWHYT B MecsiL

50% cymmbl, cnucaHHon ¢ banaHca
3akasuvka 3a Ycnyry 3a Mecsu, B
Te4yeHne KOToporo npounsoLLén céom

oT 96.5% 1o 90%

oT 25 4yacoB 13 MWUHYT go 72
4YacoB B MecsL|

90% cymmbl, cnucaHHou ¢ banaHca
3akasdmka 3a Ycnyry 3a mecsu, B
TeYeHMe KOToporo npounsoLwén cbon

MeHee 90%

bonee 72 yacoB B MecsiL|

100%  cyMMmbl, cnuMcaHHOW  C
BanaHca 3akasumka 3a Ycnyry 3a

Mecsal, B TeYeHue  KOTOporo
npousoLwén coomn
6.2. HepocTynHoCTb Ycnyrn onpedensieTcs kak WHTepBan BpeMeHW Mexay MOMEHTOM OThpaBKu

coobLleHna nocpeacTtBoM TUKeT-CUCTEMbI B CNyx0Oy nopgaepxku McnonHutens M MOMEHTOM
3aBepLUEeHNsI BOCCTaHOBUTENbHbIX paboT cnonHutenem.

6.3. KomneHcauus onpegenseTca kak cpeacrsa, nepevmcnsemole VcnonHUTeneMm MCKYnUTENbHO Ha
BoHycHbI B6anaHc ycnyrn B cnydae HedoCTYMHOCTWU YCryru, B COOTBETCTBUM ¢ Tabnuuen Ne 2.
MepeuncneHne ocyLLEeCTBSIETCS B TeYeHMe nepBbiX 7 (cemun) pabounx gHen mecsua, creayoLlero
3a MecsueM, B KOTOpPoM Ycnyra Obina HeaocTynHa, Npy HanMyunyM coobLLeHnsi, OTIpaBneHHOro ¢
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nomoLlbio TUKET-CUCTEMbI, O MPOCTOE M TpeGoBaHNA 06 OCyLLIECTBNEeHUN KoMneHcauun. CpeacTsa
c bBoHycHoro 6anaHca 3akasumka MOTYT WCMOMb30BaTbCA TOMbKO AnA  onnatel  YCAyru.
KoMneHcauma ocyLLEeCTBRAETCA UCKMIOUYUTENBHO NyTEM 3a4ucrieHns cpeacTs Ha BoHycHbI GanaHc
yCryru.

[Mpu pacdeTe KOMMEHcauuu He y4MTbIBalOTCA CpeAcTBa, HauuCreHHble VicnonHutenem paHee Ha
BoHycHbIN GanaHc ycnyrm (B paMKkax peknaMHbiX akuMh WM 3a  HapylleHue YCoBumn
NCMNONb30BaHMsA OTAENbHbIX CEpBUCOB), CnucaHHble WcnonmHutenem ¢ BoHycHoro 6GanaHca
3akasuvka B CHET onnarbl YCnyru.

Ecnu VcnonHutenb pacnonaraeT cO6CTBEHHLIMU AaHHBIMU O HaYasne NpoCcTosi, YKa3bIBAKOLWMMUN HA
bonee paHee BpeMms Hayana MpoCTosl, YeM BPEMS OTMpPaBKM COOOLeHns vyepe3d TukeT-cuctemy
3aka3ymMkoM, OH MOXET WCMoNb30oBaTb 39TU [aHHble. PasHornmacua O BpPeMeHM MNpocTos
paspeLuatotca nytem neperosopoB CTOPOH B TuKeT-cucTeMe.

Pabounm BpemeHeM cumtaetcs Bpems ¢ 8 oo 23 yacoB no pabouum gHam, ¢ 11 go 22 yacos B
BbIXOAHbIE U Npa3gHUYHbIe AHKU. OcTanbHOe Bpems cunTaeTcsa Hepaboumm.

B cnyyae otcyTcTBMSA COOGLLEHMS, OTNPABNEHHOrO NOCPEeACTBOM TUKET-CUCTEMbI, U COOCTBEHHbIX
OaHHbIX WcnonHuTens O Hayane npocTos, Ycryra cyuTaeTca [OCTYMHOM, a KoMMneHcauus He
BbINSia4yMBaEeTCA.

He noanexut komneHcauumn npocTon, CBA3aHHbIM C 06CTOSTENBCTBAMM HEMPEOOONTMMON CUMbl U
WHbIMK  oBCTOAATENBCTBAMM, Mpou3oweawMn He no BuHe McnonHutensa. He nopnexuT

KOMMeHcauun NpoCTON, Bbl3BaHHbIN AencTBUAMU (6e3genctenem) 3akasvmka.

Yyer HeOOCTYMNMHOCTU ycnyrm M pacyeT KoMneHcaunmn oCyLlecCTBndaeTca aBToOMaTU4eCKn.
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